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s1ds4 s34 Cyber Yodha - Protecting Every
Indian from Digital Threats [y

qadl 2R s2alrl sREL 2w AR, Sluss (Al
6AsH[ERL 2 55 A WU Al Ol adl e .
HSeutin Asd) AALBUAAL GUARL SRdll, el AR
AL AL 24, 2% ALSL YR ([ AL SdL AALS
UM ALl

2l Guid Al Voice Cloning, ATM Skimming,
QR Code Scam, Free WiFi Trap, Bluetooth
Hacking, Webcam Hacking, SIM Swap Fraud,
AEPS Fraud A_j Fake Tech Support %<l 4[5
U8 Uglanil (A9 dd BGeleell UL AHAAAM]

21,

UR Alsil el AR AL (A2l
AL SRAHL AL

(B(2e Y1l atdl saUsSHL Al |,
usiRl, AlRa U gikl wdl
At B 2132 Sl A1oR
5154 Ug (il 21 Ui YRet w2
Aalrl %R AlaAdl (@9l [GordenR
AHIAAANL S,

AMARML RU, S AL UM
el 835 Alsd Hislde i
reeedl GUUIAL 52 €9, U3, R4l
2131l 20R1513) 2419 Eleliel 5101
AlsL A00AL] ACR SOLSHHL *loL
ot ©9. Cyber Yodha otriairil e

sRsHAL vidHl vyl izl
Q| 2tuaml sucll 3 S5 vedl @
1 el Zedl Bl olesR ol
1. Bred Yol YR (Ad el w2
2y, ALl 2 Ao Wl o
Al WA wbd 9.
AL A0 AHOR QAL 61l DR
8|2 A Blred opisigl
oLellrl U5 AL AL,

AMalR ARIA Cyber
Yodha

1. Cyber Yodha ¥4 %33l & ?
ARARAL 2zAML AU

. LA
A8 % tes il WA Wl 2 Adet Gl oued 3 s wv s e
29 ollo SR el wRlad Bal| (Ao RisARE Asyus, | UL, oreee 2’{‘[12\“ Q‘;‘?”S“{
2 wleeld 20, ARsd 352) MR 69, URG, RAL (A2l )l @Al

9.

Allua sl MufRa (qa
AHAAAL BRI, 3 S5 sq14 2Alg, Rizen el disdl,
uiq HEQR{'EL % Ceul 4l a-il wel OTP, wimas
2l YAL Hodl | 9. »sid Digital Arrest Aiusl
Adl gouS weL ael L 9, FUl 501 AlsL Wil iyl
AR513) 2515 ol UL Sl uR A Ul MidL 9.

ABAIRHL Sr2hiwd BH, Al U, 35 A6 S8R,
AU WA gIRL Udl &1, [Blazid 3 2 AL
L0 uRedl viLAL (G5 g1RL Al Al (A9l uBL disia
Al 24ueuml sudl.

WS {2 Wi HPlElH AL BRI, S AR
s9MUL el ay 213 oA 9. AR {5 uR
asR AUl 2l Aisl WR (A i ABdald

R ARRTE N CERTEN DI
Brzet sallmizll 215 €9, U cyber crime WL »sul
el &l 99, 535 4[5 Cyber Yodha ot-d, %32L €.

»12l: Cyber Yodha = % Uid %R(8id 28 i el
ueL YR8 v

2. Social Engineering 2, © ?

Social Engineering »l2d o4 sl asdl
WAl “ufedl 2ual WL Aai Hackers software -l
alsdl

Hackers Hiei- dis

Examples: OTP uidldl, 65 ol Si 5,
WhatsApp 42 HA% Hisadl, Fake link Hiscdl
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229l AuR) Hl3dl d® >l dl % hacker @d

3. Digital Arrest Scam

2L Adl UsIR-L AGis0L 8, Scammer 53: ¥ crimedl
sUL 91, dH13 account block sl
police case 42l. wsl 58: Video call 520, UL 21-452
21, account check #i2 OTP >Uul.

Act: 515 ueL police video call U2 arrest 2l sl

¥. Insurance / Loan Scam

Fake call ».: Loan approve, Insurance bonus,
policy refund. usl s&: processing fee 2uul, OTP
UL i YL AR 9

v. Fake Job Scam

v 5314 students i+ unemployed lisiA target
53 9. Steps: WhatsApp / Email 42 job offer,
registration fee, training fee, document fee 2 ued)
job =il

£. WhatsApp Missing Person
Scam

Message tid: “‘uil 91531 9 8, [
please share” d forward $2U el
photo hacker-il ¢4, Forward sl
data collect w4, ‘

9. Giveaway Scam

iPhone, Lucky draw, Gift, Link click
- data steal

¢. Women Cyber Security
(IS AU M2 WA, AA)

AMARML VA HSAL HIZ AHA) U 19 Yorol:
4 izl 4 M[3El AR SISHAL [R151R ot

Ugos .2 Yyel: WU identity theft victims women

Ugles 1.3 Yael: £0% ransomware attacks women
target

ude 1% ot cu% deepfake videos women

s1keL: Social media 44 use, trust 44, privacy
2L

«. Fake Love / Dating Scam

Fake profile ¢i+lid, Friend request His&, Love
trap eirid wedl UL »isL

Target: women, widows, students

10. Women Safety Apps

H[geuiiA Aclle: safety apps install 52, location
share, SOS button

14. Al Voice Cloning
. 241 Hell dangerous scam, Hacker voice copy
5

Example: “#={l ¢ trouble i &9, Uaul Hiscl”’

Voice real ¢ldl

Solution: Call back $?l

9.2. ATM Skimming

ATM machine 4l device ¢y, Card data copy
U

Rule: ATM cover $3l, suspicious machine
avoid %1

13. QR Code Scam

QR scan U - Y2l

Rule: QR scan = Uail g, Wil @dl QR
scan -+l

1¥. Free WiFi Trap

Public wifi = unsafe, Hackers data i<\ 2t

Never use: banking, password, OTP

M. Bluebugging / Bluetooth Hack

Bluetooth ON 2vigll dl hack 45

B 9%
Rule: Use - OFF
1£. OMG Cable Scam
Special cable data copy £ Public
fl cable use -i[e
f  19. Webcam Hacking

Camera hack aw

Solution: tape U, permission
check

1¢<. AEPS Fraud

Aadhaar + fingerprintel U411 23|

Never give: Aadhaar, fingerprint

. SIM Swap Fraud

Duplicate SIM ¢ &, OTP hacker < 214

Signs: network oi4l

20. Fake Tech Support

Call 2ua: Microsoft / bank / support, Remote
access 43, Never allow

24.. Voice Assistant Danger

OK Google / Alexa, Mic always ON, Privacy
risk

2. Mobile Bed Uit i 2uvdl

Night hacking, Radiation, Spyware risk

23. Stop Over Sharing

Social media 42 - 313[: location, tickets, family
info, phone number

¥. Biggest Lesson

Slide 3e1: Hacker smart «t2l, a3 fool eixt2ll dl
hack L'

2\, Final Message

Fight like One Man Army $21L (&, 22} 6i-il,
ofloast ei1dl, Cyber Yodha il
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